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N
ext year, on May 25, the new EU General Data 
Protection Regulation (GDPR) comes into force. It’s 
a regulation, not a directive, which means it becomes 
law in European Union member states from that 

date—less than a year away. 
It’s really important to understand that the legislation—and 

the penalties for noncompliance!—apply to you even if you 
have no establishment in the EU (if you have clients or sup-
pliers who are EU nationals, for example), and the penalties 
for noncompliance are eye-watering. So, what should you 
do? First, don’t panic. This article aims to set out some simple 
steps you can take to protect your company and clients.

BACKGROUND: WHAT IS THE GDPR?
Back in January 2012, the European Commission proposed 
a comprehensive reform of data protection rules in the EU, 
and in May 2016 the GDPR was finally published. It comes 
into effect two years and 20 days after publication, i.e., May 
25, 2018, at which time it will replace the current Directive 
95/46/EC1 on data protection in the EU and will become law 
in all EU member states.
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The GDPR aims to simplify the regulatory 
environment for businesses handling EU data by 
introducing a unified approach across the EU, 
applicable in all member states. So, it should be a 
good thing for companies operating in the EU—
instead of having to understand the different rules 
and regulations of 27 member states, you need to 
understand only one set.

The GDPR’s other main objective is to give indi-
viduals more control of their personal data. Personal 
data is defined on the EU’s dedicated GDPR website2 

as “any information related to a natural person, or 
‘data subject,’ that can be used to directly or indi-
rectly identify the person.” It can be any of a range 
of items, including “a photo, an email address, bank 
details, posts on social networking websites, medical 
information, or a computer IP address.” Again, pro-
tecting personal data is a good thing—forcing com-
panies to safeguard our personal details is something 
we should all embrace.

WHY DO WE CARE?
In the mobility industry, we have an extremely high 
level of access to our clients’ personal data. We know 
their dates of birth, their children’s names, and some-
times their medical history and whether they have any 
criminal records. We know their home addresses, both 
in their country of origin and their host country. We 
may know if they’ve been married before, if they have 
dependent elderly parents—and their names and dates 
of birth and addresses. We know an awful lot about our 
clients—it’s our job to know these details and to use 
them to provide an excellent and successful service.

However, when you consider that the definition 
of personal data can include just somebody’s name, 

it’s clear that in our industry, we operate in a high-
risk environment. 

We also care because the penalties for noncom-
pliance are huge: up to 4 percent of global annual 
turnover, or €20 million, whichever is the higher. Yes, 
that’s 20 million euros, or 4 percent of your compa-
ny’s global annual turnover.

And finally, we care because the GDPR applies to 
you even if you’re not in the EU. You don’t have to 
have an office there or be located there. If you have 
a client or a supplier whose personal data—and 
remember, that could just mean their name—is in the 
EU, it applies to you. 

KEY CHANGES UNDER THE GDPR:  
WHAT MIGHT WE HAVE TO DO?
The extended jurisdiction of the GDPR to cover 
companies outside the EU, as noted previously, is a 
big change—as are the financial penalties. However, 
as Gordon Kerr, a consultant at U.K. law firm Morton 
Fraser, says, “the GDPR does not really alter, in a 
fundamental way, the basic legal obligations on 
businesses to protect personal data. In particular, the 
overriding requirement to take reasonable measures 
to keep personal data secure, whether that data is 
contained in electronic format or in a paper file, 
remains unchanged.” 

Kerr highlights four key areas of change:
1. Individual consent. It will no longer be 

sufficient to rely on “implied consent,” and 
all businesses will need to review the forms of 
consent currently relied upon to hold and use 
individuals’ data. 

2. Reporting security breaches. There will be 
stricter obligations on businesses to report to the 
relevant data protection authority any loss of per-
sonal data or unauthorized access to that data.

3. Handling access inquiries from individuals. 

Businesses must have processes in place to 
ensure that inquiries from individuals (e.g., to 
have their data deleted or corrected) are dealt 
with in a timely manner.

4. “Privacy by design.” This is a responsibility 
to ensure that as new processes, software, etc., 
are rolled out in a business, key data protection 
principles, such as inserting a reasonable time-
table for deletion of personal data, are built into 
the new processes.

NEXT STEPS TO ACHIEVE COMPLIANCE
With just over six months to go, the key action to 
take is to develop a compliance plan and buy-in 
from your company. Much as with anti-bribery 
legislation (FCPA, U.K. Bribery Act), companies that 
are genuinely making an effort to comply with the 
GDPR and that can show, from the top down, they 
take it seriously are unlikely to be heavily penalized. 
However, Tommy Angermair, head of Clemens’ 
employment, corporate immigration, and data 
protection law practice in Aarhus, Denmark, points 
out, “The data protection regulatory authorities in 
the individual EU member states will probably be 
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looking for companies to make an 
example of during the first years 
after the GDPR becomes effective 
on 25 May 2018, in order to ‘moti-
vate’ companies to comply with 
the GDPR. 

“According to unofficial state-
ments from individuals involved 
in the drafting of the GDPR, the 
potentially very high level of 
penalties was mainly included 
in the GDPR for the purpose of 
giving the national regulatory 
authorities a sledgehammer so big 
that companies with activities in 
the EU, in particular large multi-
nationals headquartered outside 
the EU, have to take personal data 
protection seriously. 

“Nobody will be able to 
assess for sure what the level 
of fines will actually be in the 
individual member states, but 
data protection specialists in the 
EU—including me—generally 
expect that fines around the max-
imum 4 percent of the group’s 
annual turnover, or €20 million, 
whichever is the higher, will be 
imposed only in very exceptional 
cases and that the ‘normal’ fine 
level will be substantially lower. 
However, the fines will generally 
be substantially higher than the 
fines imposed in the member 
states as a result of violations of 
the current rules.

“However, for most compa-
nies in the EU, it is likely to be 
sufficient to avoid substantial 
fines in the foreseeable future if 
they implement a GDPR com-
pliance program—which can be 
fairly simple in terms of small 
and medium-sized enterprises 
(SMEs)—and document efforts 
before or relatively soon after 25 
May 2018.” 
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Angermair generally suggests a phased approach 
to tackling your new responsibilities under the 
GDPR, as follows:

PHASE 1: GETTING STARTED AND 

PLANNING

• Secure support and pressure from senior 
management.

• Allocate appropriate resources to your project.
• Choose a project manager and team—which may 

consist of one person, depending on the size and 
complexity of your company.

• Consider voluntarily appointing a data protection 
officer (DPO) even if not required. (The EU says, 
“DPOs must be appointed in the case of: (a) public 
authorities, (b) organizations that engage in large-
scale systematic monitoring, or (c) organizations 
that engage in large-scale processing of sensitive 
personal data (Art. 37).”)

• Seek external legal advice, but watch out for 
advisers without the necessary skills and practical 
experience to make a useful contribution to your 
GDPR compliance effort. The GDPR has created an 
unprecedented fee-earning potential for lawyers, 
auditors, IT companies, et al., which has attracted a 
lot of people with insufficient skills and experience. 

• Involve an external adviser in your planning, but 
don’t outsource the entire project to them—take 
responsibility in-house to cut costs; take ownership 
as well to build up and maintain as much knowledge 
about data protection compliance as possible.

PHASE 2: DATA FLOW AND GAP ANALYSIS

• Understand how data flows within your company—
who has access, why, for how long, etc., and analyze 
the risks of the personal data being misused.

• Understand where you have gaps and how to fill them.
• An external adviser should be able to provide fairly 

simple and inexpensive tools for you, which will 
allow you to map data flows and prepare a gap 
analysis in a cost-efficient manner.

PHASE 3: IMPLEMENTATION

• Assess the gaps uncovered in Phase 2, and fill 
them, for example by:

 { Adapting processes involving personal data 
processing.

 { Listing personal data processed by your 
company.

 { Documenting your risk analysis.
 { Making sure you have adequate data processing 
agreements in place with data processors—check 
your suppliers and agreements with them.

 { Making sure you have a data protection policy 
in place, both for internal use and for external 
distribution.

 { Understanding and documenting your proce-
dure for providing access to data if requested 
and for handling other data subject rights.

• Train your organization on the new policies.
• Work toward changing your company’s mindset 

toward data protection.
• Test your new procedures.

A GDPR TIMELINE
October 2017 Start planning, allocate resources, research.

November–December 2017 Understand data flow and conduct gap analysis.

January 2018–March 2018 Implementation—documentation, policies, procedures.

March 2018–April 2018 Train your organization, test your new procedures.
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PHASE 4: MAINTENANCE

• Don’t let your hard work go to waste—keep poli-
cies and procedures up to date, for example if you 
change how you process data.

• Stay updated on new legislation and guidelines.
• Audit your company periodically.
• Test your processes and contingency plans.

Pete Fox, chief information officer at global visa 
and immigration company CIBT/Newland Chase, 
has this to say about the plans Newland Chase is 
making: “Keeping our customers’ sensitive data safe 
and secure is the responsibility of every single person 
in the company. It is probably a sobering realization 
that people are the weakest link in any company’s 
security profile. While security technology has 
certainly become more sophisticated, our well-inten-
tioned employees may be just as susceptible to the 

increasingly clever attempts of those who engage in 
stealing data. 

“So, while Newland Chase deploys numerous layers 
of security technology at the perimeter of our network, 
we also invest significant time and energy internally 
by training our employees. We have implemented our 
security training program through an online learning 
management system (LMS) that tracks each employee’s 
completion of modules. Employees must pass tests in 
order to continue their access to company IT systems. 
The LMS allows us to be certain that each employee in 
the company has the core security knowledge to behave 
in a secure way and knows who to contact when they 
have a concern. So when you consider your strategy 
and action plan for the upcoming GDPR, don’t forget 
to include a program to train your staff. It is likely to be 
one of the best security investments you’ll make.”



Redefine Your Temporary Housing Experience with

www.HouseStay.com | contactus@housestay.com | 1 888 597 3455

Contact Us Today to Learn More!

Corporate HR 
Professionals

3rd Party 
Relocations

Brokers Global Move 
Services

Commission 
Paid on Short 
Term Rental 

Listings

 Choice of 
Inventory 

& Price 
Transparency

for 
Tranferees

Earn Referral 
Fees & Track 

Client 
Satisfaction

 Create 
Added Value 

for Move 
Clients & 

Earn Referral 
Fees

FUNDAMENTAL CHANGE
The GDPR does fundamentally change the global 
data protection landscape, because it applies to all 
companies involved in processing EU national per-
sonal data, whether established in the EU or not, 
and because the penalties are so large. Technically, 
full compliance with the GDPR is an enormous, 
not to say impossible, task. Subject access rights 
mean that individuals could, for example, demand 
to receive “in a commonly used and machine-read-
able format” information on every single time their 
personal data—which could just be their name—is 
mentioned in correspondence. 

Our industry is high-risk because we regularly 
process large amounts of very personal data. 
However, if you take steps now to prepare for the 
GDPR, gaining buy-in from senior management, 

allocating resources, and preparing your own poli-
cies and procedures, you will be on the right track 
for compliance. M

Sophy King is founder and managing director of Peregrine 

Immigration Management Ltd., a global immigration and 

software company and part of the CIBT group. King can be 

reached at +44 7766818012 or sophy@peregrineimmigration.
co.uk. Gordon Kerr and Tommy Angermair are experts in the 

field and provided significant input into this article. They can 
be contacted at gordon.kerr@morton-fraser.com and tma@
clemenslaw.dk, respectively.

ENDNOTES
1. eur-lex.europa.eu/LexUriServ/LexUriServ.

do?uri=CELEX:31995L0046:en:HTML

2. www.eugdpr.org/eugdpr.org.html

WorldwideERC.org  |  Mobility    75
REPRINTED WITH PERMISSION FROM THE OCTOBER 2017 

ISSUE OF MOBILITY, PUBLISHED BY WORLDWIDE ERC®


